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Information Security Risks in Enabling e-Government: The Impact
of IT Vendors

Peter Berghmans and Karel Van Roy
Lessius Mechelen University College, Mechelen, Belgium

The purpose of this article is to identify information systems
security risks in local governments resulting from the cooperation
with IT vendors. We focus on government-to-government projects
where the confidentiality, integrity, and availability of informa-
tion is a key concern. In our risk identification process, we take
a systems thinking approach, taking into account actual and per-
ceived risks. We identified 13 causes of risk in three risk areas and
analyzed them using outsourcing literature.

Keywords information systems security; outsourcing; systems think-
ing; value-focused thinking; e-Government

INTRODUCTION
In this article we discuss the information systems security

(IS security) risks local governments face in their e-government
activities. More specifically, we focus on risks resulting
from the participation of information technology (IT) vendors
in government-to-government projects. This activity will be
referred to as outsourcing. We define e-Government outsourc-
ing as contracting out the development, implementation, and
maintenance of e-Government tools to third party suppliers
(Cordella, & Willcocks, 2009). We study the IS security risks of
IT outsourcing in e-Government activities of local governments
in 70 local governments in the Western European region.

Among other activities, the local governments in this study
assist their citizens by granting them specific minimum services
for social security (the granting of subsidies for the handi-
capped, guaranteed family allowance, minimum income, and
income guarantee for the elderly) after checking their subsistent
resources. For this purpose, the federal government of pub-
lic welfare in the West European region in study provides a
reference repository (RR). This initiative provides the local gov-
ernment information on the social security status of each citizen.
Here is where the role of the IT vendor comes into play. In
the area of study, four IT vendors are certified to develop soft-
ware for accessing the RR. The local governments use their

Address correspondence to Peter Berghmans, Lessius Mechelen
University College, Zandpoortvest, 13, Mechelen, 2800 Belgium.
E-mail: peter.berghmans@khm.be

services to get and maintain access to RR and to integrate the
information in other applications.

When outsourcing IT services, the local government in the
area of study stays responsible for the confidentiality, integrity,
and availability (CIA) of the data they process. The federal
government of public welfare expresses this responsibility by
means of a security policy for local governments. The federal
government can conduct audits to check compliancy. If the local
government is not compliant with the federal security policy,
access to RR can be denied. Despite their high impact on the
CIA of the data processed, no such policy exists for the IT ven-
dors. Hence, it is difficult for both the local government and the
federal government to control the IS security behavior of the
vendors. This triggered the federal government to conduct a risk
analysis concerning the impact of IT vendors on the IS security
of local governments. We were asked to accomplish this task.
Our research reveals 13 causes for IS security risks (Table 1),
which can be used by the federal government to develop an
IS security policy for IT vendors. To better understand the
consequences of our findings, we studied relevant outsourcing
literature. The 13 causes of risks and their consequences are
presented in Section 4 of this paper.

To conduct a risk analysis, we do not rely on strictly regu-
lated methods, evangelized by consultants and business schools
alike. We also take into account the perceived risks of stake-
holders. In Section 3, we will explain our risk identification
methodology more in detail.

It is important to note that the risks resulting from the out-
sourcing of e-Government in local governments are diverse.
Hence, we further define the scope of our research in the next
section.

THE SCOPE OF IS SECURITY RISKS IN OUTSOURCING
E-GOVERNMENT

E-Government has emerged as a popular catch phrase.
In literature, the scope of activities that are studied in this
area is broad. The e-Government activities of local govern-
ments can be subdivided into the government-to-government,
government-to-citizen, government-to-business (Brown, &
Brudney, 2001), government-to-civil society organizations and
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TABLE 1
Risks resulting from the cooperation with IT vendors in e-Government projects

Cause
ID Cause description Possible consequences

RISK AREA 1: Vendor (in)dependence

1.1 Difficult or impossible to combine e-Government
solutions of different suppliers

– Asset specificity
– Vendor lock-in

1.2 Replacing a current RR solution is nearly impossible – Asset specificity
– Vendor lock-in

1.3 Unclear relationship between customer and provider – Responsibilities are not well defined
– IT governance is difficult to achieve

1.4 Absence of contracts and SLA’s – No agreement/ knowledge on mitigation controls taken
by IT vendor

– No agreement on task allocation leads to a lack of
mitigation controls

1.5 Loss of organizational and technical competency – Bad practices and loss of control over information
environment (assessment of risks is hampered)

RISK AREA 2: Poor product quality

2.1 The e-Government tool doesn’t meet business
requirements

– New and undiscovered risks
– Lack of proper security configuration management

(leads to unsafe configuration settings)
– Security requirements of the product conflicts with

internal policies
2.2 Lack of (communication about) software testing, updates

and maintenance
– Unpredictable software downtime
– Undiscovered software flaws
– Requested software-features disappear

2.3 e-Government tools may require unsafe configuration of
underlying technology

– Mitigation controls of underlying technology may not
be applicable.

2.4 Software in- and output is not standardized – Data may not be exported to other applications
– Asset specificity
– Vendor lock-in

2.5 Absence of key performance indicators in software – Risk identification is difficult
– Measurement of security management is hampered

RISK AREA 3: Poor quality of services

3.1 Lack of communication between customer and vendor of
the safe installation, configuration and maintenance of
the e-Government tool

– Misunderstanding of the configuration of security
settings

– No clear installation and configuration guidelines in
cases of emergency.

3.2 IT department loses control over vendor access to data – Unrestricted access to data hampers CIA of information
3.3 Problem resolution, communication about software

errors and feature requests are inefficient or
non-existent

– The end user is not aware of software errors and can not
anticipate

– Future discovered errors by end users will not be
communicated (user disillusionment)

the citizen-to-citizen category (Yildiz, 2007). In this article,
we will focus on the IS security risks resulting from out-
sourcing the development, deployment, and maintenance of
government-to-government tools, such as RR applications. In
addition, our study includes the specific IS security risks

that are the result of the integration of the tool in the back
office of the local government. This integration is driven by
cost reduction, efficiency, innovation, and centralized con-
trol (United Nations, 2008) and is common in our research
field.
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Developing, implementing, and the maintenance of these
e-Government tools are complicated tasks. Hence, outsourc-
ing the implementation of government-to-government applica-
tions is a common activity (Currie, 1996; Buck–Lew, 1992).
However, outsourcing is subject to risks. Many researchers stud-
ied the risks of IT outsourcing in general. In their literature
review, Lacity, Khan, and Willcocks (2009) revealed that 34 out
of 191 articles discussed IT outsourcing risks. The identified
risks in this literature review can be subdivided by taking into
account the outsourcing stages. Dibbern, Goles, Hirschheim,
and Jayatilaka (2004) identified five stages of outsourcing,
based on Simon’s (1960) decision model. Those stages are: why
and what to outsource, which choice to make, how to outsource,
and the outcome of the outsourcing activity. In each stage, out-
sourcing literature discusses risks and unwanted events. The
why (or should one outsource) stage addresses the advantages
and disadvantages of outsourcing. For example, the transfer
of risks to a supplier may be one of the key drivers of this
decision (Baskerville, 2005). When considering what to out-
source, the scope of the outsourcing activity is considered.
When outsourcing IS/IT security services (Karyda, Mitrou, &
Quirchmayr, 2006) for example, the privacy aspect may be an
obstacle. The which stage refers to the decision process of set-
ting up the outsourcing deal. An example, covering a risk in this
stage, is the longitudinal case research at Logistics Information
Systems Agency (LISA) (Willcocks, Lacity, & Kern, 1999). In
this study, the difficulties in constructing deals in the face of
rapid business/technical change are discussed. In “The Risks
of Outsourcing IT” (1996), Earl discusses the risks of the how
stage when he mentions vendor selection: the risk of selecting
a vendor that uses outdated technology skills for example, may
affect the quality of the outsourcing activity.

The outsourcing activity in local government is already in
place. Hence, we are mainly interested in the IS security risks
of the outcomes of the outsourcing activity. A good example
of a study of these risks is that of Aubert, Party, and Rivard
(2005). In this research, industrial organizational literature is
reviewed, resulting in eight undesirable outcomes of IT out-
sourcing. In addition, we also focus on aspects of the how
stage. Following Dibberns’ definition, the how stage includes
the process of building and structuring the relationship between
vendor and customer (i.e., the local government) and the man-
agement of the resulting relationship. This management is an
ongoing process that affects IS security after the set-up of the
outsourcing activity.

In literature on the IS security risks of outsourcing
government-to-government tools, IS security is often neglected.
Fink (1994) presents a security framework for IS outsourcing
and Blackley and Leach (1996) present security considerations
in outsourcing IT services. Sherwood (1997) discusses IS secu-
rity in outsourcing contracts and Gaonjur and Bokhoree (2006)
study the insider threats in IT outsourcing from a technical
perspective. Khalfan (2004) in his study of IS security consid-
erations in IT outsourcing in both the public and private sector

in Kuwait, identifies data confidentiality as the highest ranked
risk factor in both organization types. Although all the afore-
mentioned studies identify relevant IS security risks, they are
not really underpinned with empirical data and their theoretical
basis is limited.

We take into account that the success of IT outsourcing
(and hence the impact of IS security risks) is closely related
to organizational characteristics (Moon, Jung, Chung, & Choe,
2007). It is important to address the differences (Bozeman &
Bretschneider, 1986). This implies that literature based on
research in private organizations may not be indiscriminately
applicable in governmental organizations.

Outsourcing in the public sector is subject to specific risks,
such as the possible loss of control over the technology and the
current project status (Vilvovsky, 2008). Cordella and Willcocks
(2009) call for a more disciplined approach to outsourcing in the
public sector. The role of government to protect its citizens from
risks, such as data security (i.e., confidentiality) is an additional
concern. Our research is in accordance with these findings. It
motivated us to first identify specific risks empirically in local
governments before analyzing them.

THE IDENTIFICATION OF IS SECURITY RISKS WHEN
COOPERATING WITH THIRD PARTY VENDORS

We used methodology triangulation to identify IS security
risks in outsourcing government-to-government activities. We
conducted in-depth interviews to identify the consumer-side
(i.e., local government) perception of IS security risks. We com-
bined these interviews with field research in which we identified
IS security risks in the local governments using more traditional
risk identification methods based on industry standards. These
interviews and field research will be referred to as Research
Activity (RA 1). On the side of the provider, we used a ques-
tionnaire to identify IS security risks in outsourcing (RA 2).
The identified risks are put into a framework to reveal cause–
effect relationships (RA 3). The validity of our results is tested
by expert-verification (RA 4).

The Consumers’ Side: IS Security Audits in Local
Governments to Identify Latent and Manifest Risks when
Cooperating with IT Vendors (RA 1)

In the first Research Activity, we identified risks on the
consumer side (the local government). The goal of risk identifi-
cation in general is to surface major risks before they harm the
organization. By conducting a risk assessment, the risks will be
prioritized against criteria relevant for the organization. As we
already stated in our introduction, we do not solely relay on the
mainstream risk frameworks and best practices (such as check-
lists of controls). By using strictly regulated methods to conduct
a risk analysis, the focus on risk remains incomplete and nar-
row (Baskerville, 1993 and Dhillon & Backhouse, 2001). We
adhere to the constructivist triangulation approach, seeing risk
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as a social artifact, produced by social groups or institutions,
and determined by structural forces in society (Oscarson, 2007).
This worldview assumes risks to be mediated through social
experience and interaction (Renn, 1998).

We implement the constructivists view into our research
by studying the actual perceived and objective technical and
organizational risks of the local government concerning the
participation of the vendor in e-government projects. By “per-
ceived” we mean the subjective and inter-subjective (epistemo-
logical) judgments of risks of employees in local governments
(Oscarson, 2007). These risks are the result of interpreta-
tion of the real world, stakeholders’ values, beliefs, etc. By
objective risks we refer to the institutional facts, the objective
knowledge about the risks (referred to as epistemic objective
by Searle, 1995). Examples of this level of interpretation are
industry norms and standards. When combining actual, per-
ceived, technical, and organizational risks, we come up with
four perspectives of risk identification. How we bring these four
perspectives into practice will now be explained.

In the first perspective, we take into account risks resulting
from technical implementations of soft- and hardware. Aspects
such as firewalls, safe programming, documentation of code,
security updates of underlying operating systems, etc. may be
considered when analyzing the consumer-side risks. Indeed,
the information quality (in terms of CIA) will be influenced
by the presence or absence of all these risks mitigation tech-
niques. To analyze this level of risks, we used a technical
audit.

The importance of risks resulting from the technical imple-
mentation of e-government tools may not be underestimated.
However, they are not exhaustive. As organizations become
more and more dependent on information systems (Carr, 2003),
the evolution from a narrow technical view on information
systems toward an integrated view of organizational and tech-
nical concepts (Baskerville, 2005) will be necessary. As a
result, IS security risks resulting from organizational concepts
should be considered when conducting a risk analysis. For this
level of analysis, we used objective measures such as ISO
27002:2005 (ISO, 2005) to identify these risks. This is the
second perspective.

Both technical and organizational risk identification methods
(the first two perspectives we explained) identify objective risks.
To analyze the perceived risks on both technological and orga-
nizational level (third and fourth perspective), we use in-depth
interviews based on the technique of Value Focused Thinking
(VFT). This method identifies values, beliefs, expectations, and
assumptions of stakeholders. The values are often subconscious.
By using VFT, these values can be uncovered (Keeney, 1992,
p. 24). The use of VFT in IS security literature is not new:
Dhillon and Torkzadeh (2006) already used VFT in the area of
IS security to identify IS security objectives.

We interviewed 56 respondents in 12 local governments
using VFT. The respondents were both members of the board
of managers and staff (e.g., the security officer and the manager

of the IT, who are not always a member of the board). The
data gathering process of the perceived risks started with the
definition and description of IS security, in order to achieve a
common understanding between different stakeholders. Next,
we defined the scope of our interview: to make explicit their
values in optimizing IS security in their organization and in
the cooperation with IT suppliers in e-government projects. We
put emphasis on the fact that these values are not necessarily
technical in the first place. After defining IS security and the
scope of our interview, we asked the interviewees to construct
a wish list in which they express their values and goals regard-
ing this topic. This list was used during the interview to trigger
questions and to stimulate the identification process. Keeney
describes the use of a wish list as a device that can help in the
identification process (Keeney, 1992, p. 57). During the inter-
view, we applied five other techniques to identify hidden values
of the stakeholder. These are the use of goals, alternatives, con-
sequences, problems, and shortcomings and the use of different
perspectives of stakeholders. We recorded each interview and
transcribed it verbatim. The identified risks were then analyzed
to identify the IS security objectives of the stakeholders. These
objectives revealed the perceived technical and organizational
risks.

Survey and Interview with the Four Providers of the
e-Government Tool for Accessing RR (RA 2)

In addition to the identification of the consumer-side risks
(RA 1), we identified (objective) risks mitigation techniques
implemented by the IT supplier. The federal government asked
us to build a questionnaire regarding the compliance of the
IT vendor practices with known industrial standards. We used
ISO 27002:2005 (ISO, 2005) and OWASP guidelines for good
programming (OWASP, 2009) for this purpose. The follow-
ing topics were questioned regarding the organizational level:
the occurrence of aspects of IS security in underpinning con-
tracts, the use of procedures when IS security incidents are
detected (procedures to detect, succeed, and report both to inter-
nal instances and to the local government responsible for the
data) and the use of procedures to prevent the occurrence of IS
security incidents. On the technical level, we asked the respon-
dents to answer questions about the system requirements of their
products and the responsibility of both the supplier and the local
government to achieve these requirements, the precaution mea-
sures to secure the information processed (in terms of CIA),
escrow arrangements, accessibility of the information by differ-
ent groups of users, and accessibility of the application by the
IT vendor for maintenance.

The federal government asked the four vendors to answer
the questions. All vendors completed the questionnaire. We
also organized a meeting with the respondents to validate heir
answers and to align them with findings of our technical risk
identification activity on consumer side. The objective risks
identified in RA 1 were adjusted accordingly.
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Bringing it All Together: Using Systems Thinking to Reveal
Cause–Effect Relationships (RA3)

In the final step of our risk identification, we combine the
risks we identified into a systems thinking exercise (Berghmans,
Van Den Eede, & Van de Walle, 2008). Systems thinking sug-
gests that when we understand the structure of a system, we are
in a much better position to understand and predict the behavior
of the individual elements (people) and their relationships and
can therefore make better decisions (Siponen, 2000). We use the
framework depicted in Figure 1 for this purpose. This frame-
work consists of the four perspectives we described above. All
risks we identified are placed in the corresponding quadrants.
Doing so, we reveal cause effect relationships.

An illustrative case, such as the following, explains the use
of this framework. A city council outsourced the development,
deployment, and maintenance of the e-government tool for
accessing the RR to their preferred IT supplier. The main drivers
for outsourcing are the complexity of e-governance tools, cost
reduction, and the compatibility with other tools, delivered by
the IT vendor. The local IT department, however, is still respon-
sible for in-house programming of other applications, such as
employee administration.

A contract was signed between the IT vendor and the local
government years ago. However, no security considerations
were incorporated in this contract. While analyzing the software
infrastructure, researchers found the e-government tool and the
tool for employee administration installed on the same server.
Both tools use the same database infrastructure. No inbound
internet connections are allowed to the server. When analyz-
ing the security of both applications, the researchers identified
the RR tool containing six accounts without passwords, one of
them gaining access on administration level. This account was
easily found due to the fact all possible users are enlisted in
the “username” field of the application. When confronting the
IT staff with this finding, they argued that the information pro-
cessed by the tool remains internal, so no real risks exist. After
a more thorough analysis however, the researchers revealed that
the credentials of the weak administrator account could also be
used to grant administrator access to the database infrastructure.
Hence, private data of employees, which are also stored in the
database, is accessible for internal users.

This case shows that a combination of different risks results
in a serious risk concerning the CIA of critical data. Moreover,
by placing the risks in the framework, cause–effect relationships
become clear.

The management of the local government trusted the sup-
plier, as there is an historical relationship. This trust is con-
sidered to be more important than any contractual statement
about information security. As a consequence (see arrow A in
Figure 1) of this perception of organizational risks (Quadrant
(Q) I in Figure 1) security issues were not introduced in the
underpinning contract with the service supplier (Q III). The trust
of the management in the services of the provider, amplifies

FIG. 1. Framework for identifying risks. This framework is used in RA 1–3.

the perception of the IT department that the information secu-
rity procedures of the IT supplier are sufficient (Q II, arrow B).
Hence, there is no awareness about the lack of password poli-
cies used by the IT vendor. However the IT department insists
that administrator accounts should be protected by passwords,
the lack of authentication is not perceived as a high risk (Q II).
Our research has proved this perception to be wrong (arrow C):
using the blank administrator password, one can also gain
access to the core database (Q IV).

When interpreting the illustrative case, it becomes clear that
CIA risk is propagated on the boundary of the quadrants repre-
senting the perception of technical and organizational risks (Q I
and II). Unsafe programming and the absence of security con-
siderations when deploying the software, cause the CIA risk.
The effect is a possible harm of CIA in employee data. As a
result, this illustrative case shows that cause–effect relationships
are made clear by the use of the proposed framework.

The Use of an Expert Panel to Validate the Risks we Found
in Previous Activities (RA 4)

To validate results, Emory & Cooper (1991) proposed the
use of a panel, as an appropriate method. We decided to use a
panel of experts. The criteria used for selecting the panelists
was that each of the members should be experienced in the
domain of IS security in local governments. We asked the fed-
eral government to organize a meeting with the president of the
professional association for IT managers for local governments
and the president of the association for security executives in the
concerning area, an experienced auditor in the public domain,
an employee of the most important supplier of IT services for
governments, and the staff member responsible for information
security in local governments from the federal government. The
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IS security risks we identified were presented and comments
were processed.

RESULTS AND DISCUSSION
In previous section, we explained how we identified the

risks when cooperating with third party vendors in enabling
e-government. In this section, we analyze these risks with the
help of our framework depicted in Figure 1 and literature
that deals with unwanted outcomes of IT outsourcing and out-
sourcing government-to-government projects. We catalogue the
identified risks into three areas: vendor dependence, poor prod-
uct quality, and poor quality of services. Each area is divided
into causes of risks we identified while looking for cause–effect
relationships between risks. Both the areas of risks and the
correspondent causes are discussed below.

Risk Area 1: Vendor (In)dependence
Several risks are the result of the dependence of local gov-

ernments on their e-government vendor. As stated in the intro-
duction, only four companies provide an e-government solution
for RR.

When identifying risks, it became clear that it was difficult
or impossible to combine e-government solutions (cause 1.1)
of different suppliers. Hence, the local governments are forced
to buy their e-government solution for RR from the supplier
of their other e-government products. Moreover, after studying
the contracts between the IT vendor and the local government
(if present, see cause 1.4), often the guarantee of the product
is voided when products of other suppliers are installed on the
same server.

In the area of vendor (in)dependence, our research activi-
ties identified that replacing a current RR solution by that of
a different provider (cause 1.2) is nearly impossible. These
and other e-government modules are deeply embedded in the
e-government infrastructure of the local government.

Cause 1.1 and 1.2 lead to asset specificity (Williamson,
1985). This term refers to the degree to which an asset can
be redeployed without scarifying its productive value if the
contract is to be interrupted or prematurely terminated. Asset
specialty, together with a small number of suppliers (four sup-
pliers for more than 300 local governments in the concerned
region), may result in high switching costs and vendor lock-
in (Teece, 1986 and Aubert et al., 2005) which is a risk for IS
security.

Vendor (in)dependence is further influenced by the histori-
cal relationship between the IT vendor and local government.
In most of the cases, the IT vendor has been the exclusive IT
partner for several decades. In the 1970s, each province of the
concerned Western European region created an “IT center for
governments”. These centers became specialized in the devel-
opment of products for e-government. Each center was con-
strained to operate within the province boarders. Hence, local

governments had to cooperate with a (the) regional supplier,
which restricted their choice when seeking for an e-government
provider. The centers were partly private and partly public. In
2003, stimulated by European law, a new law gave the centers
the possibility to operate outside their province and their statutes
changed. However, this unique historical situation results in an
unclear relationship between customer and provider (cause 1.3).
As a result, responsibilities are not well defined. Hence, it is dif-
ficult to achieve IT governance. Indeed, as the role of the IT ven-
dor in the organization is not defined, mechanisms to achieve IT
governance (processes, structures, and relational mechanisms as
described by De Haes &Van Grembergen, 2005) are not able
to succeed. This negatively influences the overall quality of
information processing, of which IS security is part of.

The unclear relationship is confirmed by another surprising
cause we identified. In only a few cases did the governments in
our study have contracts and a Service Level Agreement (SLA)
and even when existent, no statements about the CIA of infor-
mation were included. Moreover, escrow arrangements are not
considered in underpinning contracts (if existent). This is sur-
prising, because of the sensitive nature of the information that
RR applications process. Hence, there is no clear knowledge of
prevention measures that are taken by the IT vendors. For exam-
ple, in a lot of local governments, the IT department had little
or no control and knowledge about the security measures taken
by the IT vendor when accessing the RR tool from remote sites
(e.g., for maintenance). Another example is the observation that
local government has little or no control over the security mea-
sures taken by the vendor to mitigate the risks of human errors
of their employees. This may lead to inadequate measures: on
one hand the local government has policies in place for safe
information processing of their own employees, but has no con-
trol over the employees of the vendor. However the latter group
may cause more harm because of the access rights they are
granted. Of course, this has a negative impact on the CIA and is
a true risk for the information security of the local government.
In the questionnaire that was sent by the federal government
to the IT vendor, we asked for more information about this
issue (Berghmans, Lenaerts, & Van Roy, 2007). According to
their answers, the historical relationship is the main reason for
this situation. The IT vendors motivate the absence of contracts
and SLA’s by referring to “a good relationship between vendor
and customer”. Another important consequence of the absence
of contracts and SLA’s (cause 1.4) is the finding that there is
little or no agreement on task allocation. For example, when
the IT manager was asked who is responsible for the updates
of the underlying operating system of the server that hosts
the e-government application of RR, he/she referred in most
of the cases to the IT vendor. According to the IT managers,
this was obvious as the vendor of the e-government application
installed the server and operating system. However, we repeat-
edly observed that the operating systems were not patched at
all. When questioned about this issue, the vendors in our survey
stated that this service is not part of their standard services, but
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is offered as an additional service. This example shows that the
absence of task allocation results in incomplete tasks, which is
definitely an IS security risk.

Note for this cause that local governments as well as IT
vendors discussed the efficacy of escrow arrangements. Some
interviewees identified the standardization of standard data
in- and output as being a more effective mitigation control.
According to this group of respondents, it is nearly impossible
to maintain software after a failure of the IT vendor. Hence, as
software requirements are changing fast, data migration to other
software is perceived as being more important.

An important finding in the area of vendor (in)dependence
is the loss of organizational and technical competence of the IT
department regarding e-government tools (cause 1.5). The infor-
mation architecture and information flow in local governments
are complex. In our risk identification we repeatedly observed
that the IT department was not able to execute some basic
tasks, such as configuring access rights or checking the RR log
files. According to Prahalad and Hamel, essential skills can be
lost if outsourced activities are too close to the core business
of the firm (1990). Such loss might threaten future organiza-
tional action (Aubert et al, 2005). Earl (1996) also discussed this
item: “Much learning about the capability of IT is experimen-
tal. Organizations tend to learn to manage IT by doing”. This
paves the way for bad practices such as bad backup schemes
and unsafe configurations in software.

Causes 1.3, 1.4, and 1.5 are catalyzing factors. Poor knowl-
edge amplifies the lack of communication (and vice versa)
between the IT department and the vendor. Moreover, these
causes pave the way to the unclear participation of the IT ven-
dor (see cause 1.3). Often a direct communication link exists
between the different departments of the local government and
the IT vendor, without the involvement of the IT department.
Hence, the IT department loses control. This enhances the lack
of IT governance: no fusion between IT and business can take
place. It is clear that the loss of organizational and technical
competency has a negative impact on IS security. A proper
assessment of risks is hampered, as is the integration between
the e-government tools and the technical environment offered
by the IT department of the local government.

Risk Area 2: Poor Product Quality
Risk area 1 discussed the risks resulting from the dependence

on IT vendors for e-government. The second area combines
risks that are the result of (perceived) poor product quality.

We found that the e-government tool does not always meet
the requirements of the business processes (cause 2.1) forcing
the end user to seek for alternatives. We identified three conse-
quences for this risk cause in our interviews. Firstly, users stated
that they were better off without the access to RR. The main rea-
sons according to those respondents are technical issues, like
slow connections with the RR reference repository and a lack
of user friendliness. As a result, end users are seeking for other

ways to access or process the same data. These alternative ways
to access data lead to new and undiscovered risks (Reason,
1990). Examples of “workarounds” we identified are accessing
alternative, incomplete databases, or using other software tools
to accomplish their tasks, like the use of MS Word documents.
That results in new risks. In addition, as tasks are completed in
a different way than expected, the identification of an incident
is hampered. Hence, no mitigation controls for these risks are
taken.

Another consequence of the conflict between software and
business processes concerning information security is the
lack of proper security configuration management. A good
example is the finding that the control panel of the RR
tool, used for (among other tasks) access control, does not
meet the requirements of the local governments. Hence, the
access rights cannot be configured adequately which may
lead to improper access to information and improper control
mechanisms.

A third consequence which relates to cause 2.1 is the find-
ing that during our visits respondents reported that the security
configuration of software conflicts with the IS security model
of the local government. A good example of how this threat-
ens information security is the way usernames and passwords
are managed. In many cases the local government had at their
disposal a code of conduct describing the aspect of minimal
password length and the interval to renew passwords. When
we consulted the e-government tools in use, we identified
that those rules often could not be applied due to software
restrictions (i.e., the incompatibility with industrial standards
for central authentication and authorization management, such
as the Lightweight Directory Access Protocol). Moreover, the
mutual e-government tools are using conflicting security config-
urations (which are hard-coded in the software). This results in
confusing regulations and discourages the end user in applying
the code of conduct.

The lack of (communication about) software testing,
updates, and maintenance (cause 2.2) is also an important cause
of risks that influences the product quality. Most of the respon-
dents of the local governments were not able to answer the
question of how the RR software tool was tested and if, in case
of updates, the effect on the software in production was con-
sidered. Respondents reported severe incidents due to the lack
of testing new software or software updates. These incidents
include a complete failure of the e-government environment the
day after an unannounced software patch and loss of data caused
by untested software updates. The respondents added that the
IT vendors worked hard on this issue lately. But on the other
hand, they still were not able to define the quality of the test
procedures used by the vendors.

The lack of software testing is certainly influenced by the
absence of a dummy data set for RR. Indeed, the social security
of citizens may be complex, with many exceptions existing in
the dataset in production. Making a copy of the real data set
is not possible because of privacy regulations. Hence tests are
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often conducted in the production environment, causing CIA
risks concerning the dataset in production.

We also identified other risks resulting from updates and
maintenance. Respondents of the local government reported
that a requested change in the feature set of the RR application
may be removed when software was updated. This is resulting
from the lack of consistent update management and documenta-
tion of release candidates. However, respondents also reported
that these risks are reducing lately.

A cause of risk reflected in different findings, is the fact that
e-government tools may require unsafe configuration of under-
lying technology (cause 2.3), like shared network drives and
the compulsory use of administrator rights on workstations. In
several cases, we identified that network drives must be anony-
mously shared between the users. These drives are not only used
to store components of the software, but also sensitive data,
processed by the application. In other cases, the use of adminis-
trator rights was mandatory, resulting in a severe risk for viruses
and malware.

An important finding concerning product quality is that soft-
ware in- and output is not standardized (cause 2.4), resulting in
difficulties when applications are integrated or when the data
has to be exported (i.e., when the local government wants to
change provider). This is a major risk related to continuity:
when the cooperation is interrupted or prematurely terminated,
the local government may experience major problems in export-
ing data to other applications. Moreover lock-in situations are
encouraged. This cause is closely related to cause 1.1 and 1.2,
asset specificity.

The last cause in the area of poor product quality is the
absence of good key performance indicators (cause 2.5). In
the context of RR, for example, it should be useful that the
management has (easy) access to information and the amount
of executed requests in each period of time. This informs the
management about the performance and workload of employ-
ees. Moreover, this gives an identification of the amount of
information that was consulted. Suppose that the local govern-
ment processes 10 cases of citizens each day, but on average,
the social information of 12 citizens is requested by using RR,
the management can detect abnormalities. This example shows
that when proper key indicators are implemented, the secu-
rity performance can be measured. This raises the quality of
the software and the overall security management in the orga-
nization. Moreover, a better link between business and IT is
realized.

Risk Area 3: Poor Quality of Services
The last area we categorized the IS security risks resulting

from the cooperation between the local government and IT ven-
dors, is the (perceived) poor quality of the service. The imple-
mentation and maintenance of e-government tools is a service-
oriented task. The growing interest and development of these
tools raises the complexity of the tasks. According to Aubert

et al. (2005), task complexity leads to inferior performance,
such as service debasement (Lacity & Hirschheim, 1993).

There is a clear cause–effect relationship between poor qual-
ity of services and the lack of communication between customer
and vendor of the safe installation, configuration, and mainte-
nance of the e-government tool (cause 3.1). In cause 2.3, we
described the obligated use of administrator rights on desk-
tops. We questioned the concerning vendor about this issue. The
IT supplier declared that in the past, administrator rights were
used during a short period of time (e.g., a short period of time
after the release of Microsoft Windows XP service pack 2) to
solve a programming issue. After updating the software, this
issue was solved. However, the IT vendor recognized that com-
munication was poor. Also in many local governments, the
respondents reported the lack of information about the secure
installation and maintenance of the software. These tasks were
most often exclusively executed by the IT vendor. However, a
good description of these activities could be helpful in case of
emergency. Note that the absence of communication about test
environments, as described in cause 2.2, also can be mentioned
here.

Poor quality of services may also be the result of a lack
of control. Of course, this cause is in close relationship with
causes described in area 1, the vendor (in)dependence. Due
to the absence of agreements on the quality of services and
the loss of competences in the local government, the IT
department loses control over vendor access to data (cause
3.2). Hence, the integrity and confidentiality of the data may
be at risk. We detected that in many cases, the IT ven-
dor had unrestricted access to the network and data of the
consumer.

The last cause in this risk area is the finding that problem
resolution, communication about software errors, and feature
requests are inefficient or non-existent (cause 3.3). End users
of the RR tool reported that software errors are often slowly
solved by the IT vendor or not at all. Also, the vendor does not
(or slowly) handle feature requests. When analyzing this, we
identified both local government and vendor have a responsi-
bility in this issue. On the one hand, the priorities of the local
government must be clearly defined by the government itself.
Moreover, communication about errors must be well organized
(e.g., though a standard trouble-ticketing system). The vendor,
on the other hand, has to communicate about the result of the
problem treatment or feature request, even if they are unable to
solve the error in a short period of time or feature requests can-
not be handled. Note that the IT vendors are coping with these
kinds of risks by organizing steering committees in which end
users can participate.

CONCLUSION
To identify IS security risks resulting from the cooperation of

IT vendors in the development and maintenance of government-
to-government products, we have built a risk identification
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framework. Four research activities have helped us to iden-
tify IS security. We conducted in-depth interviews to identify
the consumer-side risks. On the side of the provider, we used
a questionnaire to identify IS security risks in outsourcing,
we used systems thinking to reveal cause–effect relationships
between the risks and we validated our results by expert
verification.

As we see risks as a social artifact, the identification of the
perception of risks, in addition to risks identified using tra-
ditional risk identification methods, is important to achieve a
better understanding. We used VFT to identify the risks, like
the stakeholders perceived them.

We used systems thinking to better understand cause–effect
relationships between the risks we identified. Applying this
technique to all identified risks we revealed 13 causes of risks,
categorized in three risk areas (Table 1): vendor dependence,
poor product quality, and poor quality of services.

At the moment of writing, the federal government uses our
results to develop policies for IT vendors regarding IS security
risk control. Here, future research activities can define effective
mitigation controls.
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